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Pursuant to Act CCIV. of 2011. on National Higher Education (hereinafter HEA), Act CXII of 2011 on
the Right of Informational Self-Determination and on Freedom of Information (hereinafter Privacy Act),
Act XLVII of 1997 on the processing and protection of health data (hereinafter Health Privacy Act),
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (hereinafter GDPR), the Senate of the University of Pécs
(hereinafter University) has adopted the following Data Protection Regulation (hereinafter Regulation).

Chapter I.
The purpose and scope of the Regulation

Article 1. (1) The purpose of this Regulation is to define the legal order of the processing of personal
data by the University as a data controller, furthermore to ensure that the requirements set by the
constitutional principles of data protection, the right of informational self-determination, and security of
data are fulfilled.

(2) The material scope of this Regulation shall cover all personal data processing by any organizational
unit of the University. The special provisions pertaining to personal data concerning health are set out
in the Health Data Protection Regulation of the University. In relation with personal data concerning
health, this regulation shall apply with the derogations set out in the Health Data Protection Regulation.

(3) The personal scope of this regulation shall extend to persons having civil servant status, other
employment related status or student status at the University, and to any natural or legal person affected
by the data processing of the University.

Chapter II.
Definitions and principles

Avrticle 2. For the purpose of this Regulation
a) personal data: any information relating to an identified or identifiable natural person (‘data
subject’), who can be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person;

b) sensitive data: any data included in the special categories of personal data, namely the personal
data revealing racial origin or nationality, political opinions and any affiliation with political
parties, religious or philosophical beliefs or trade-union membership, genetic data, biometric,
personal data concerning health, and personal data concerning sex life or sexual orientation;

c) personal data concerning health: any data concerning the physical, mental, psychological health,
pathological addiction, circumstances of an illness or death, reason of death, disclosed by the
data subject or by others in relation to the data subject. Data perceived, examined, measured,
mapped or derived by a health institution. Furthermore, any data that influences and can be
connected to the foregoing (e.g. behaviour, environment, occupation);

d) data processing: any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction;

e) processing by a processor: the set of data processing operations carried out by the processor
acting on the basis of the commission or order of the controller.



Article 3. (1) The University shall undertake its data processing activities pursuant to the principles set
out in Article 5. (1) of GDPR, which are lawfulness, fairness and transparency, purpose limitation, data
minimisation, storage limitation, accuracy, integrity and confidentiality.

(2) The University, in compliance with the principle of data protection by design and by default set out
in Article 25. of GDPR, shall take appropriate technical and organisational measures to ensure the
compliance with the provisions pertaining to the University’s data processing.

(3) Every organisational unit of the University shall ensure that the University is able to demonstrate
compliance with the principles and provisions pertaining to the University’s data processing
(accountability).

Chapter I11.
Data processing and processing by a processor

Article 4. (1) The University shall be the controller of any data processing carried out at the University.
The University shall carry out its data processing activities through its organisational units entitled to
data processing (hereinafter controller organisational unit). The data processing registers shall contain
the controller organisational unit of the certain data processing.

(2) By way of derogation to the foregoing, if the special purpose of the data processing so requires and
the purpose of the data processing is defined individually by one of the University’s organisational unit
or the status of the controller is prescribed by law, then a given organisational unit of the University or
a given institution maintained by the University may be considered as controller. This fact shall be
clearly marked in the data processing register. Where this Regulation mentions the University as the
controller, the controller prescribed in this Article shall also be considered as the controller, unless it
clearly follows otherwise from the text.

(3)* The University may use a data processor for certain data processing activities or designate a third
party as a data processor. The data processor shall process data in the name and for the benefit of the
controller based on the commission, and in particular cases according to the explicit orders of the
controller. Data processor shall be a third person in contractual relation with the University or in data
processing where the controller is not the University, an organisational unit of the University.

(4) If the data processor is a third person, then the terms and conditions of the processing by a processor
shall be stipulated in a written agreement. The agreement may be concluded as part of a separate
contract. The terms and conditions of the processing by a processor between a given organisational unit
of the University or institutions maintained by the University and the controller organisational unit may
be set out in University regulations or orders.

(5) The processing by a processor may be prescribed by law, in this case the given law shall apply to the
data processing legal relations. If the given law regulates the legal relation of processing by a processor
to its full extent, then entering into a written agreement is not needed.

(6) The agreement, regulation or order of the processing by a processor shall include at least the
following:

a) the subject, purpose and duration of the data process, the type of personal data processed, and the
scope of data subjects;
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b) unless otherwise provided by law, the data processor shall process the data pursuant to the written
instructions of the controller. Furthermore, the situation of giving the instructions, in particular, the name
of the instructing organisational unit or person;

c) whether the processor is eligible to commission further processors and, if so entitled, the obligation
to provide information in relation with the commission or change of the further processor;

d) the data security measures taken by the processor;

e) the rules on information about data breach;

f) the rules on cooperation pertaining to ensuring the data subject’s rights;
g) the secrecy obligation of the processor;

h) the obligation of the processor that, unless otherwise provided by law, upon termination of the data
process every personal data (including the copies) shall be either erased or returned to the controller
according to the decision of the controller;

i) the processor shall provide all information that is necessary for the controller to fulfill its legal
obligations;

j) the processor shall provide all information necessary for the controller to demonstrate compliance
with the law and shall cooperate during the monitoring, inspection or audit of the processing by a
processor.

k) the further rights and obligations of the processor and controller, if needed.

)2 the obligation of the data processor to assist the data controller in fulfilling obligations under Articles
32-36 of the Regulation — ensuring data security, reporting data breaches to the supervisory authority,
informing data subjects about breaches, conducting data protection impact assessments, prior
consultation — taking into account the nature of data processing and the information available to the data
processor.

Chapter IV.
Rules of data processing
Purpose of data processing

Article 5. (1) The University shall process personal data for purposes in relation to its operations, in
particular for the purposes of higher education (instruction, scientific research, artistic activities),
employment, marketing and direct marketing, operating dormitories, operating personal and property
security tools, administrative processes, IT services and information security solutions in relation to the
operations of the University, utilization of the University’s data properties, library, archive and language
exam service, health services in accordance with the health data protection regulation of the University
and other purposes set out in the Deed of Foundation of the University.

(2) The University may process data for other purposes, if the requirements set out by the law are
fulfilled.

(3) The exact purposes for a given data processing are listed in the data processing registers.
Legal grounds for data processing

Avrticle 6. (1) The university may process personal data, if
a) the data processing is ordered by statute, or by municipal decree based on statutory
authorization, for executing a task in relation with public interest or exercising public authority
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(compulsory data processing). These kinds of data processing are, in particular, data processing
for the purposes of higher education activities, employment, public education or providing
health services;

b) the data processing is necessary to fulfill a legal obligation. This kind of data processing is, in
particular, data processing essential to comply with an obligation derived from a piece of
legislation;

¢) the data subject consented to the data processing pursuant to subsections (2)-(4) of this Article.
These kinds of data processing are, in particular, data processing in relation with newsletter
subscriptions, participating in sweepstakes or events, surveys or participating in scientific
research;

d) the data processing is necessary to deliver a contract to which the data subject is a party or it is
necessary to take steps requested by the data subject prior to the agreement. This kind of data
processing is, in particular, data processing in relation with a voluntarily available service
provided by the University;

e) the data processing is necessary to protect an interest which is essential for the data subject's or
another person's vital interests;

f) the data processing is necessary for the controller or a third person to ensure their legitimate
interests, except, if the interests or fundamental rights of the data subject that necessitate the
protection of personal data, in particular if the data subject is a child, take precedence over these
legitimate interests.

(2) Consent means any freely given, specific, informed and unambiguous indication of the data subject's
wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her. The data subject may revoke his or her consent at any
time.

(3) Where processing is based on consent, the controller shall be able to demonstrate that the data subject
has consented to the processing and received prior information (Article 7) in relation to the processing
of his or her personal data. Willingness is not demonstrable, if the consent was given by a specific group
of subordinate data subjects collectively without exception to a data processing solely for the benefit of
the University.

(4) The consent may be given in any form, where the data subject is identifiable and the fact of the
consent is fixed, in particular
a) in writing (with the signature of the data subject);

b) electronically, following the individual identification (e.g. identification via educational system), if
the fact of the consent is fixed (logged);

c) electronically via the e-mail address of the data subject registered at the University, if the message
can be saved without modifications.

(5) Where processing is based on balance of interests, the process of balancing and its result shall be
documented. The document shall be an Annex to the data processing register.

(6) Before processing based on balance of interest, the controller organisational unit shall consult with
the data protection officer or, in case of data concerning health, with the health data protection officer.



(6a)® If the mandatory duration or necessity for periodic review of data processing is not determined by
law, the relevant organizational unit of the data controller shall review the processing at least every three
years from the commencement of data processing. This review aims to ascertain whether the handling
of personal data under its purview is necessary for achieving the purpose of processing. The
circumstances and results of such review shall be documented. The documentation must be retained for
a period of ten years.

(7) Sensitive data shall be processed exclusively, if at least one of the conditions prescribed in Article 9
(2) of the GDPR persists.

Prior information

Article 7. (1) If the University collects personal data from the data subject, the data subject shall be
informed prior to the processing as defined in Article 13 of the GDPR, in particular but not limited to
about

a) the purpose and legal ground of the processing;

b) the estimated period of the processing or the aspects of the determination of the period;

c) the contact information of the controller and its representative and the name and contact
information of the internal data protection officer of the institution;

d) the rights of the data subject and possibilities of legal remedy;

e) in particular cases, the recipient of the personal data and the categories of recipients;

(2) If the University collects the personal data from someone other than the data subject, the data subject
shall be informed prior to the processing as defined in Article 14 of the GDPR, in particular but not
limited to about

a) the information listed in subsection (1) of this Article;

b) the categories of personal data processed,;

c) the source of personal data and if the source of the personal data is publicly accessible.

(3) The information listed in subsections (1) and (2) shall be drawn up in a concise, transparent,
intelligible and easily accessible form, using clear and plain language. The information shall be provided
in writing, or by other means, including, where appropriate, by electronic means.

(4) The document giving prior information to the data subject shall be an Annex to the data processing
register described in Article 9.

Obligation of secrecy

Avrticle 8. The employees taking part in data processing or processing at the University shall handle the
data confidentially and secretly. The employee to be taking part in data processing or the employee who
has knowledge of personal data shall sign a nondisclosure statement.

The data processing register

Article 9 (1) As authorised by this Regulation, with the purpose to register data processing activities at
the University and to define special rules pertaining to particular data processing activities, a data
processing register shall be made to every data processing. The data processing register shall be made
by the head of each controller organisational unit, with the professional help of the data protection
officer, if required.
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(2) The draft of the register shall be sent to the data protection officer to provide an opinion. For personal
data concerning health, the draft shall be sent to the health data protection officer. The register shall be
approved by the Legal Department of the Chancellor’s Office with a view to the written opinion of the
(health) data protection officer.

(2a)* The data protection officer and the health data protection officer shall have three months from the
date of submission of the register to provide their written opinions on the register. The Legal Department
of the Chancellor's Office shall issue its approval of the register within one month of its submission.

(3) The approved register shall be duly signed in witness by the head of the Legal Department of the
Chancellor’s Office and the head of the controlling organisational unit. One original copy of the
witnessed register shall be kept by both the head of the controlling organisational unit and the (health)
data protection officer.

(4) The register may be made and stored in electronic form, in this case it shall be witnessed via
electronic approval after individual identification.

(5)° The data protection register shall document the basic situations of the data processing and regulate
particular questions pertaining to it, within the limits of the law and University regulations. The basic
situations of data processing are, in particular

a) the name and short explanation of the data processing;

b) the name and contact details of the controller and its representative, and of the data protection officer;

c) the name of the controller organisational unit, its contact details, the name of the head of the
organisational unit, the name and contact details of the data protection contact person;

d) In the case of the use of a processor, the purpose and other situations of the processing, the name of
the processor, its contact details, place of the processing, and the availability of the processor agreement;

e) the indication of the legislation pertaining to the processing;
f) the purpose(s) of the processing;

g) the legal ground(s) for the processing;
h) the scope of the data subjects and their (estimated) number;

i) contact details provided for data subjects to exercise their rights;

j) the scope of registered data types;

k) the source of data (whether the data originates from the data subject or from other sources);

I) usual data processing operations (storage, alteration, update, selection, structuration, transmission,
etc.)

m) the methods of processing (manual, computerised, mixed);

n) the categories of recipients within or outside the University;

0) the existence of data protection impact assessment and prior consultation;

p) the measures taken in relation with data security (including the ensuring of the principles of data

protection by design and by default);
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q) the period of retention and time of erasure.

(6)° The data protection registers shall contain the following as annexes
a) if the legal ground of the processing is balance of interests [Article 6. (1) f)], the explanation of the
performance and the result of the balance of interest;

b) if necessary for the given processing, the result of the impact assessment and of the consultation with
the supervisory authority;

c) any additional information relevant to the data processing, especially detailed regulations concerning
data transmission to third countries;

d) the availability of the data processing informational sheet.

(7) The register shall be supervised and updated by the head of the controller organisational unit, with
the help of the (health) data protection officer if needed so, as required, particularly, in cases of change
in competence, other changes pertaining to the organisational unit (reorganisation), or change in the
basic situations of the processing. After the termination of processing, the controller organisational unit
shall put the register in the archives.

(8)" The University maintains a record of data processing activities carried out on behalf of other data
controllers.

(9) The record of data processing activities shall include the following information:

a) the name and contact details of the data processor, and the name and contact details of any data
controller, its representatives, or data protection officers on whose behalf or behalf of whom the data
processor acts;

b) categories of data processing activities performed on behalf of individual data controllers;
c) detailed regulations governing data transmission to third countries, if necessary;

d) description of data security measures (including ensuring the principle of built-in and default data
protection).

(10) The rules applicable to registers shall apply to the record of data processing activities.
Data protection impact assessment and prior consultation with the authority

Article 10. (1) The University shall carry out an impact assessment about the possible impact of the
planned processing activities on the protection of personal data, if a particular new processing possibly
involves a high risk in relation to the rights and freedoms of the data subjects, with particular
consideration of the application of new technologies and of the nature, scope, circumstances, and
purposes of processing.

(2) Carrying-out of an impact assessment shall be mandatory in the following cases:

a) systematic monitoring of a publicly accessible area on a large scale, e.g. use of electronic surveillance
system (CCTV);
b) processing on a large scale of data concerning health;
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c) systematic and extensive evaluation of personal aspects relating to natural persons which is based on
automated processing, including profiling, and on which decisions are based that produce legal effects
concerning the natural person or similarly significantly affect the natural person;

d) those processing that are on the list of the kind of processing operations which are subject to the
requirement for a data protection impact assessment made public by the supervisory authority.

(3) Carrying-out of an impact assessment shall not be mandatory if the processing is based on law
(compulsory processing) and if the processing is necessary to fulfill a legal obligation, furthermore, if
the processing is on the list of the kind of processing operations for which no impact assessment is
required made public by the supervisory authority.

(4) The assessment shall contain at least:

a) a systematic description of the envisaged processing operations and the purposes of the processing,
including, where applicable, the legitimate interest pursued by the controller;

b) an assessment of the necessity and proportionality of the processing operations in relation to the
purposes;

c) an assessment of the risks to the rights and freedoms of data subjects; and

d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms
to ensure the protection of personal data and to demonstrate compliance with the law and University
regulations taking into account the rights and legitimate interests of data subjects and other persons
concerned.

(5) The impact assessment shall be carried out by the controller organisational unit. To evaluate the risks
and other aspects of the assessment the controller organisational unit shall consult with the (health) data
protection officer.

(6) For the processing implemented by external resources (particularly tendering), where carrying-out
of the assessment is mandatory, these resources shall cover the costs of the carrying-out of the
assessment. The prospective controller organizational unit or the unit responsible for the tender shall
consult with the (health) data protection officer about the necessity of the assessment prior to the
submission of the tender.

(7) For impact assessment concerning the students’ data, the controller shall consult with the affected
Student Union.

(8) The result of the assessment shall be sent to the (health) data protection officer. The (health) data
protection officer may make remarks about the assessment. If the planned processing is realised, the
assessment shall be attached to the register of data processing.

(9) Prior to the processing, the University shall consult with the supervisory authority in cooperation
with the data protection officer, if the assessment concludes that the processing would de facto involve
high risks, in the lack of measures taken to mitigate these risks. The opinion of (health) data protection
officer shall be obtained about the necessity of prior consultation.

The rights of the data subject

Article 11 (1) The data subject shall be entitled to exercise the rights set out in Article 15-22. of the
GDPR, in particular as follows:

a) the right to access the information defined in the GDPR relating to him or her;
b) the right of rectification of the inaccurate or incorrect data relating to him or her;
c) in cases prescribed by law, the right of erasure of the data or restriction of processing;



d) the right to receive the personal data concerning him or her, which he or she has provided to a
controller, in a commonly used format and have the right to transmit those data to another
controller;

e) therightto object, on grounds relating to his or her particular situation, at any time to processing
of personal data concerning him or her which is based on GDPR provisions pertaining to balance
of interest, including profiling based on those provisions. The controller shall no longer process
the personal data unless the controller demonstrates compelling legitimate grounds for the
processing which override the interests, rights and freedoms of the data subject or for the
establishment, exercise or defense of legal claims;

f) the right to restriction of the processing of data relating to him or her pursuant to the GDPR.

(2) The rights listed in subsection (1) shall be exercised at the request of the data subject. The request
shall be submitted to the competent administrator defined in the register of data processing. If the
exercise of rights results in the disclosure of personal data, then the data subject shall be identified, in
particular, as follows:

a) in writing (with the signature of the data subject);

b) electronically, following the individual identification (e.g. identification via educational system), if
the fact of the access is fixed (logged);

c) electronically via the e-mail address of the data subject registered at the University, if the message
can be saved without modifications.

d) orally (personally or on phone), if the identification is ensured through the check of a personal
identification document, through the personal acquaintance of the administrator and the data subject, or
through the check of at least four identification information, including the login name used for the
educational system, if the data subject has one.

(3) The access to personal data shall be ensured in a manner that the personal data of others shall not be
disclosed for the data subject.

(4) The University may ensure the exercise of data subjects’ rights via electronic means granting direct
access, rectification or erasure.

(5) The contact information for exercising data subject rights shall be included in the data processing
records.

(6) Pursuant to Article 12 (1) of Act CLV of 2009 on the Protection of Classified Information, the person
managing classified information may refuse to provide the information to the person concerned under
the Privacy Act, if the public interest underlying classification was endangered by providing such
information to the person concerned about the management of his personal data.

Article 12. In case of infringement of the data subject’s rights, he or she may turn to the head of the
controller organisational unit. If the data subject disagrees with the opinion of the head of the controller
organisational unit, he or she may turn to the (health) data protection officer.

Chapter V.
Disclosure of the data

Avrticle 13. (1) The disclosure of data may happen as internal data transfer, data transfer to a third person,
data transfer to third country, public disclosure.

(2) Data transfer shall mean disclosure of data to a defined third person, including consultation and
making extracts. The following shall not be regarded as data transfer: the data transmission in between
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the organisational units of the University as a controller, the handing-over of the data to the processor,
access of the data subject to his or her own personal data.

(3) Data transfer to a third country shall mean data transfer to a country outside of the European
Economic Area (EEA).

(4) Public disclosure shall mean that the data is made publicly available to anyone.

Article 14. (1) The University shall handle personal data confidentially. Data transfer, data transfer to
third countries or international organisations, and public disclosure of personal data shall only happen
with full compliance to the relevant rules and pursuant to Articles 16-19.

(2) The controller organisational unit shall decide about the data transfer, data transfer to third countries
or international organisations, and public disclosure of personal data. In case of any doubts in relation
to lawfulness, the head of the controller organisational unit is entitled (in the cases defined in Article 16.
(3) and Article 18. (2) he or his is obliged) to turn to the (health) data protection officer, who shall make
a resolution pertaining to the lawfulness of the planned processing operations.

Internal data transfer

Article 15. (1) Within the organisational structure of the University, the data controlled by it may be
transferred to an organisational unit that needs the data to complete its tasks prescribed by the law, by
the University’s regulations or orders, to the extent and time of the task at hand (hereinafter: internal
data transfer).

(2) If there is a dispute regarding the task at hand between the controller organisational unit and the
organisational unit that seeks to receive the data, then the head of the organisational unit having
competence over both units shall decide. If there is no such head, the rector or the chancellor shall
decide, based on the share of competences prescribed in the HEA.

(3) The fact of the data transfer shall be put down in a report signed by both heads of the organisational
units concerned, if either the sending or the receiving unit requests and the transfer falls outside of the
normal and regular daily tasks of the University (irregular data transfer). Irregular data transfer means
especially the data transfer concerning the change in a given unit’s tasks and the data transfer falling
outside of the normal and regular daily tasks of the unit, which concerns at least 30 % of the data
processed at that unit.

(4) When applying subsection (3), the following facts shall be put on the record:

a) name of the controller organisational unit, source of the data;

b) name of the recipient organisational unit of the transfer;

c) the name, assignment and contact information of the administrators;

d) the purpose of the data transfer;

e) the time and date of the data transfer;

f) the scope and (estimated) number of persons concerned by the data transfer;
g) the scope of the transferred data;

h) the method of data transfer (manual, electronic, mixed);

i) the applied measures of data protection, if needed.

(5) Both the sending and the receiving unit shall keep a copy of the record, a third copy shall be kept by
the (health) data protection officer. The report may be made and stored electronically, if authenticity is
ensured by electronic approval after individual identification.

(6) It is not needed to make a report in the cases described in subsection (3), if the fact of data transfer
is put down authentically (docketing) and the docketed document contains the points a)-i) of subsection

(3).



Data transfer based on external request

Avrticle 16. (1) The request submitted by an individual or an external organisation to transfer data within
the EEA shall only be fulfilled and data shall only be transferred for other purposes, if at least one of the
conditions (legal grounds) set out in Article 6 (1) of this Regulation persists. The possible legal ground(s)
and other situations of the transfer shall be recorded in the register for data processing.

(2) Where processing is based on consent, the consent shall explicitly cover the data transfer.

(3) Where data processing is necessary to deliver a contract to which the data subject is a party and
where data is processed based on balance of interests, data shall only be transferred on exceptional and
duly justified cases after consultation with the (health) data protection officer, if the legal conditions of
the transfer demonstrably persist without any doubts.

(4) No request for data transfer shall be fulfilled, if its lawfulness cannot be determined unequivocally
due to the deficient or unclear content of the document (especially the consent of the data subject) based
on which the data is transferred or due to other circumstances.

(5) Otherwise, Article 6 (2)-(6) shall be applied mutatis mutandis for the data transfer.

(6) The rector and chancellor of the University shall be informed about data requests from the national
security services by the head of the concerned unit. The rector or the chancellor may lodge a non-
suspensory complaint to the competent minister in relation to these requests.

(7) The data subject or other person or organisation shall not be informed about the data request or
discovery of the national security services and the measures taken, including the fact of the request or
discovery.

Article 17 (1) The circumstances of the data transfer shall be documented with at least the following
content:

a) the name of the controller organisational unit, the source of the data;
b) the recipient of the data transfer and the contact information;

c) the name, assignment and contact information of the administrators;
d) the purpose of the data transfer;

e) the legal ground of the data transfer;

f) the time and date of the data transfer;

g) the persons concerned by the data transfer;

h) the scope of the transferred data;

i) the method of the data transfer (manual, electronic, mixed).

(2) The requirement of documentation is fulfilled, if the fact of the data transfer and the information set
out in subsection (1) are laid down authentically (docketed or logged), especially if the transfer is
realised through written correspondence or pursuant to the procedure and rules prescribed in the
University’s regulation pertaining to the exchange of information.

(3) If the requirement for documentation cannot be solved otherwise, a report shall be made, that
includes the information set out in subsection (1), except for the data transfer based on the obligation to
give regular information prescribed by law.

(4) To ensure the rights of the data subjects in relation to the data transfer, a register for data transfer
shall be kept, which includes the name of the data subject, the ES login name (in the lack of it, other
data necessary for identification), time of the transfer, name of the recipient organisation. The (health)
data protection officer shall be granted access to the register.

Data transfer to third countries or international organizations



Article 18 (1) Data transfer to third countries or international organizations shall only happen pursuant
to Chapter V of the GDPR. Article 17 shall be applied mutatis mutandis to the data transfer.

(2) The controller organisational unit shall consult with the (health) data protection officer about the
persistence of legal requirements prior to the data transfer.

Public disclosure of personal data

Article 19. Article 16. (1)-(5) shall be applied mutatis mutandis for the public disclosure of personal
data controlled by the University.

Chapter VI.
Security on Personal Data

Article 20. (1) The University shall implement appropriate technical and organisational measures to
ensure a level of security appropriate, including, in particular, the ability to ensure the ongoing
confidentiality, integrity, availability, and resilience of processing systems and services, the ability to
restore the availability and access to personal data in a timely manner in the event of a breach.

(2) The University shall implement the eventual security measures taking into account the state of the
art, the costs of implementation, and the nature, scope, context, and purposes of processing as well as
the risks of varying likelihood and severity for the rights and freedoms of natural persons.

(3) In assessing the appropriate level of security, account shall be taken of the risks that are presented
by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to personal data transmitted, stored or otherwise processed.

Manual data processing

Article 21. (1) The following measures shall be implemented in relation to the security on manual (non-
electronic, usually paper-based) data processing.

a) Fire and property security: The docketed documents shall be placed in a dry, locked premise
suitable for storing documents.

b) Access security: Only the competent administrators shall have access to the continuously active
deeds. The documents pertaining to the personnel, wage and human resources shall be kept in a
locked premise and a locked plate cabinet. The documents pertaining to the student status shall
be kept in a locked premise and a locked filing cabinet, other documents pertaining to personal
data shall be kept at least in a locked premise.

c) Archiving: Archiving shall be implemented pursuant to the University’s records management
and scrapping regulation and according to the archive plan.

Use of electronic means in Personal Data Processing

Article 22. The detailed rules pertaining to the security of the use of electronic means in personal data
processing, including the process for regularly testing, assessing, and evaluating the effectiveness of the
measures for ensuring the security of processing shall be set out by the University’s regulation pertaining
to the information technologies.

Procedure on personal data breach

Avrticle 23. (1) Personal data breach shall mean a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to the personal data transmitted, stored
or otherwise processed.



(2) If an employee of the University detects the suspicion of a personal data breach or the processor
reports a data breach, the employee shall inform the data protection contact person of the unit without
delay, who consults with the (health) data protection officer if necessary, and informs the head of the
controller organisational unit without delay. The head of the unit shall decide whether the event is a
breach or not. In the event of a breach, the data protection contact person enshrines its situations,
especially the following:

a) the nature of the personal data breach including, where possible, the categories and approximate
number of data subjects concerned and the categories and approximate number of personal data records
concerned:;

b) the likely consequences of the personal data breach;

c) the measures taken or proposed to be taken by the controller unit to address the personal data breach,
including, where appropriate, measures to mitigate its possible adverse effects;

d) the measures that the data subject may implement to mitigate the possible adverse effects.

(3)° The data protection contact person, in consultation with the head of the organizational unit, shall
notify the data protection officer, and in cases involving the involvement of health data, the health data
protection officer, within 24 hours of detecting a breach based on the circumstances recorded in
paragraph (2). If there is missing information after 24 hours, then all available information shall be
provided.

(4)*° The data protection officer, and in cases involving the involvement of health data, the health data
protection officer, based on the available information, shall propose the classification of the incident and
the corresponding further measures outlined in paragraphs (5) to (6). Prior to making the proposal, if
necessary, they may request additional information from the organizational unit expected to possess
further information regarding the incident. The contacted organizational unit is obligated to provide the
available information within 24 hours.

(5) If the breach poses a probable risk to the rights and freedoms of natural persons, the (health) data
protection officer proposes to the head of the unit to submit the case to the supervisory authority, then,
according to the decision of the head of the unit, notifies the supervisory authority about the breach
within 72 hours pursuant to the relevant legislation.

(6) If the breach poses a probable substantial risk to the rights and freedoms of the data subject or the
cooperation of the data subject is required to mitigate the results of the breach and no relevant legal
excluding conditions persist, the (health) data protection officer proposes without undue delay to the
head of the unit to notify the data subject about the breach. The head of the unit, if assents, notifies the
data subject without undue delay. The notification shall contain the following at least:

a) the nature of the breach and the scope of concerned personal data;

b) the name and contact detail of the (health) data protection officer or the contact person who is able to
provide further information;

c) the information laid down in subsection (2) b)-d).

(7) The (health) data protection officer shall keep a record of the breaches for the University with the
content set out in subsections (2)-(3) of Section 23.

(8) The controller organisational units shall keep a record of the types of the possible and eventual data
breaches and shall inform the (health) data protection officer regularly about it.

9 Amendment adopted by the electronic resolution of the Senate made on June 16, 2021. Effective: from June 17,
2021.

10 Amendment adopted by the electronic resolution of the Senate made on June 16, 2021. Effective: from June
17, 2021.



Chapter VII.
Monitoring system of personal data protection
Tasks of the controller organisational unit

Article 24. (1) The heads of the organisational units shall monitor the compliance with the law and with
the University’s regulations, in particular this Regulation, as part of their competence as head of the
unit.

(2) In the event of a breach of the law, the head of the unit shall without due delay take measures to
terminate the breach and shall submit to the competent employer of the Faculty or unit an action of
infringement in order to determine liability.

(3)! The head of particular organizational units (faculty, independent organisational unit, patient care
organizational units of the Clinical Center, the Directorate of the Chancellor, the Chancellor's Office,
and the Internal Monitoring Department) shall appoint a data protection contact person whose task is to
facilitate communication concerning data protection matters during the procedural flow between the
respective organizational unit and the data protection officer, and in cases involving health-related
personal data, the health data protection officer, particularly participating in the procedure for data
protection breaches. A record containing the name and contact details of the data protection contact
persons shall be kept by the Legal Department. In the event of a change in the person of this position,
the head of the unit shall notify the Legal Department in writing within 5 working days.

(4) The head of any organisational unit and the data protection contact person may turn to the (health)
data protection officer with questions in relation to the processing and regulation of personal data.

(5) The data subject, whose personal data is processed under the scope of this regulation may submit a
complaint directly to the (health) data protection officer. The (health) data protection officer shall
examine the complaint, inform the data subject about the result of the examination and make
recommendations on the necessary measures to be taken by the controller organisational unit where
appropriate.

Legal status and tasks of the data protection officer

Article 25. (1) The Chancellor shall appoint a data protection officer in order to comply with the legal
and internal regulations pertaining to data processing, and to ensure the enforcement of the rights of the
data subjects. The person to be appointed to data protection officer shall have an appropriate level of
understanding of the legal regulation and application of the law pertaining to data protection, especially
he/she shall have training, applied experience or scientific work in this field. After the expiration of the
fixed term, the same person may be appointed again.

(2) The data protection officer may have other tasks, as long as these are not in conflict. Conflict may
arise, in particular, from tasks that require decisions in relation to data processing (e.g. tasks of the head
of the controller organisational unit).

(3) The data protection officer shall be professionally independent, only subordinated to the Chancellor,
and he or she shall not be instructed. During the appointment of the data protection officer, the University
shall not withdraw the appointment in relation to reasons emerging from the fullfilment of the tasks of
the data protection officer, the data protection officer may not be sanctioned or fired, except when he or
she conducts in a manner that termination with immediate effect would be adequate.

11 Amendment adopted by the electronic resolution of the Senate made on June 16, 2021. Effective: from June
17, 2021.



(4) The data protection officer shall receive a regular, monthly renumeration for his or her services. The
University shall administer for the resources necessary to maintain the professional knowledge of the
data protection officer.

(5) A data protection administrator acting under the professional guidance of the data protection officer
shall assist him or her.

Avrticle 26. (1) The data protection officer shall

a) give information and professional advice about the obligations set out in data protection regulations.
In this regard, the data protection officer may adopt resolutions in particular cases or recommendations
in general questions;

b) monitor compliance with data protection laws and University regulations in an order, intervals and
areas determined on his or her consideration;

c) cooperate in the increasing of the awareness of colleagues participating in data processing, organise
trainings, take part in internal monitoring (audit) of personal data processing;

d) participate in the making and supervision of the data processing registers, and ensure that these
registers are available at him or her;

e) gives advice about the data protection impact assessment upon request, and monitor the carrying-out
of the assessment;

) cooperate with the supervisory authority; in cases related to data protection, serve as a contact point
for the supervisory authority, and have a consultative role in any other case in relation to data protection;
g) facilitate the exercise of the data subject’s rights, thus examine the data subject’s complaints and
make recommendations on the necessary remedial measures, if needed,;

h) participate in the making of the University’s data protection regulation, and other regulatory
provisions pertaining to data protection.

i) cooperate with the health data protection officer, if needed.

(2) The data protection officer shall carry out his or her tasks adequately considering the risks connected
to the data processing, with a view to the nature, scope, situation, and purposes of the processing.

(3) The University shall ensure that the data protection officer may join in on cases connected to his or
her tasks in an adequate and timely manner, including the possibility to take part in discussions in these
cases. The data protection officer shall be entitled to discovery of the data processing at every
organisational unit in order to carry out his or her tasks. The data protection officer may ask for
information from the head of the unit or from the employees of the unit. The person giving the
information shall be responsible for the truthfulness of the information. The data protection officer shall
be obligated to confidentiality in relation to the discovered data during his or her appointment, as well
as after that.

(4) In case of a breach of the data protection regulations or a breach of law or in case of the hazard of it
or in case of other jeopardy connected to the personal data, the data protection officer makes
recommendations to remedy the breach, hazard or other jeopardy. The data protection officer shall
inform the head of the supervisory unit of the concerned unit and the higher leadership of the University
and provide assistance to restoration of lawfulness.

(5) The data protection officer shall make an annual report to the Chancellor until 31% January following
the subject year.

The health data protection officer

Article 27. (1) The Clinical Centre shall appoint or commission a health data protection officer for a
maximum of five years in order to organise and supervise the protection of data concerning health and
patient care. The health data protection officer shall be a medic with specialist qualification or a person
with legal studies with at least two years of practice or a person with health sciences studies with at least



two years of practice in control of data concerning health. The same person may be appointed or
commissioned after expiration of the fixed term.

(2) The health data protection officer, in case of personal data concerning health shall

a) give information and professional advice about the obligations set out in data protection regulations.
In this regard, the data protection officer may adopt resolutions in particular cases or recommendations
in general questions;

b) monitor compliance with data protection laws and University regulations in an order, intervals and
areas determined on his or her consideration;

c) cooperate in the increasing of the awareness of colleagues participating in data processing, organise
trainings, take part in internal monitoring (audit) of personal data processing. Shall organise annual data
protection trainings for the employees of the clinics, and shall organise regular training for the new
employees and for the students; provides professional assistance for discovery of data in scientific
research concerning health;

d) participate in the making and supervision of the data processing registers, and ensure that these
registers are available at him or her;

e) give advice about the data protection impact assessment upon request, and monitor the carrying-out
of the assessment;

) cooperate with the supervisory authority; in cases related to data protection, serve as a contact point
for the supervisory authority, and have a consultative role in any other case.

g) facilitate the exercise of the data subject’s rights, thus examine the data subject’s complaints and
make recommendations on the necessary remedial measures, if needed.

h) participate in the making of the University’s data protection regulation, and other regulatory
provisions pertaining to data protection.

i) cooperate with the University’s data protection officer, if needed.

(3) The data protection officer shall receive a regular, monthly renumeration for his or her services. The
University shall administer for the resources necessary to maintain the expert-level knowledge of the
data protection officer.

(4) A health data protection administrator acting under the professional guidance of the health data
protection officer shall assist him or her.

(5) Further rules pertaining to the legal status, tasks and competence of the health data protection officer
shall be laid down in the University’s data protection regulation concerning health.

Entry into force and closing provisions

Article 28. (1) This regulation shall enter into force on 25" May 2018. The former data protection
regulation of the University that was adopted in 2007 shall be repelled with this regulation’s entry into
force.

(2) The organisational units shall appoint the data protection contact person and inform the Legal
Department about the name and contact details of him or her until 5" of June 2018.

(3) The organisational units shall make their data protection registers compliant to this regulation and
send it to the (health) data protection officer until 31 October 2018.

(4)*2 For draft registers completed before the enactment of this amendment, the review period specified
in Section 9 (2a) shall be six months from the effective date of the amendment. The approval deadline
shall be two months from the submission to the Legal Department of the Chancellor's Office.

12 Amendment adopted by the electronic resolution of the Senate made on June 16, 2021. Effective: from June
17, 2021.



Pécs, 23 May 2018

Dr. Jozsef Bodis Zoltan Jenei
rector chancellor
Clause:

The regulation was adopted by the Senate on its 23 May 2018 seating with the 55/2018 (05.23.)
decision.

The amendment of the Data Protection Regulation was adopted by electronic resolution no. Resolution
No. 117/2021. (June 16) of the Senate. Amendments come into effect on June 17, 2021.

Dr. Attila Miseta Istvan Decsi

rector chancellor



